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Introduction

| decided to create this guide so a more informed decision of the suitability of test
tools for the end to end testing of environments which use Citrix for their

presentation layer can be made.

It can be difficult to pick the right test tool for testing as there is a lot of information
available from a variety of sources but how much of this information is suitable for

actually testing Citrix fronted environments?

Hopefully, this ‘Test Tool Evaluation Guide’ will help you make better choices by
highlighting a series of suitability tests which can be applied to prospective test
tools.

I've concentrated on the following three areas in assessing the suitability of a test
tool:

Design (Al to A12)
Reliability (B1 to B4)
Support / Maintenance (C1 and C2)

For further information on testing Citrix fronted environments, check out the

website: http://www.successful-thinclient-projects.com
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Al. Enterprise Class

There is no point in designing and building an enterprise system and then using a
non enterprise test tool, to test it with. I've seen many systems worth millions
being tested by test tools which have been cobbled together by a bunch of
developers, designers or system builders, with little regard to fundamentals of

testing.

It's like building a jet engine to the highest quality, with stringent processes, top
notch components and incredible tolerances and then using a measuring tape
(which measures only in centimetres and inches) to validate the correctness of
the measurements. Sounds crazy | know, but this isn’t far off the mark with how

Citrix fronted environments are being tested.

With thin client technology the eggs, metaphorically speaking, are being put into
one basket and should this basket break, then there's a whole heap of trouble to

consider.

In comparison the desktop environment can cope with a few failures, as these
aren't going to cause massive disruption with relatively few users affected.
However with a thin client architecture, failures can be very expensive, with
potentially many users impacted by the inability to work as usual.

Investment in a good test tool is not only essential but the cost is miniscule
compared to the cost of trying to rectify issues which can appear when systems

go into actual 'live’ use.

Test tool is of a Enterprise Class
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A2. End to End Capability

From experience most of the serious problems I've encountered in the larger
organisations have not been with Citrix servers but with the associated
infrastructure components. Such as poor configuration of databases, networks,

directory services and so on.

The only exception to this, is in the smaller businesses who I've found do have
serious issues with their Citrix infrastructure. This is down to limited Citrix skills at
hand and/or using substandard technical consultants who don't understand
what's under hood.

In the Enterprise

Enterprise organisations need to use test tools which can provide resource
utilisation metrics from a variety of infrastructure components and not just from
the Citrix infrastructure. These metrics in conjunction with transactional analysis
can help determine issues quickly and with a total ‘avoidance of doubt' isolate the

problems as Citrix infrastructure related or not.

Figure 1 End to End Testing on the following page, shows an environment where
the test tool must be able to monitor all the infrastructure components and
present data derived from these components in such a fashion that it's easy to
see what's going on and see what's occurring that shouldn't be.

If the Oracle database is running on a UNIX server then the test tool needs to be
able to monitor the UNIX resource daemons as well as the Oracle databases

instance performance.

If only the Citrix elements are monitored and the SAP server for example takes an
age in initialising and returning data, then the blame will go to the Citrix
infrastructure. Without actually testing the SAP infrastructure, it will be difficult to
prove otherwise.
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Figure 1: End to End Testing
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What if the Storage Area Networks (SAN) is at fault and isn't optimised to deal
with the storage of Oracle data?

What if the Oracle database is locking user sessions because it's not been tuned
to deal with thousands of queries?

It becomes very difficult pinpointing the blame when you can't see the whole
picture.

I've come across poorly configured infrastructure components in my time which
have Kkilled the transactional times but fortunately 1 was able to determine this
from the various monitors | had in place and isolate the problem to be with the
middleware and not the Citrix infrastructure.

Otherwise, | would have had to argue my case as to why the Citrix session were
performing badly without knowing the real reasons.

A single point of analysis and reporting is essential in being able to isolate issues
and appreciate the granular detail of what's actually happening. If too many
different test tools are used, there could be issues in analysing so much disparate
information, which means effective decisions might not be made in tight testing
schedules.

In the Non Enterprise

I've found when it comes to testing, the smaller companies tend to see this as a
'nice to have' instead of a 'value added' activity. This attitude can lead to
problems, which can quickly turn into a crisis.

Whilst the enterprise organisations will spend in ensuring not only localised
resilience and failover, they will also look at business continuity and disaster
recovery. The latter elements maybe totally out of the budget for a small company
and this puts them at a higher risk should their technology fail to deliver.
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So whilst an enterprise organisation will probably have a Disaster Recovery site
with at least 50% capability and a higher specification of servers capable of taking

the extra load should a few servers fail, the smaller organisations may not.

Figure 2 below highlights how resilience increases by the addition of extra
capacity and the introduction of a secondary site.

Smaller organisations will have lower specification servers, possibly no Disaster

Recovery and should one or two servers fail, then their whole Citrix farm could be
stressed to a point where it falls over.

Primary Site Secondary Site

Core Servers 253% Core Capacity ~ 50% Core Capacity -

J

Increased Resilience -

Figure 2: Resilience

This is why it's imperative that even smaller companies see the 'value added'
nature of testing and choose a good test tool within their budgetary constraints
which assesses the expectations of their infrastructure.

No man's land

The connectivity from the client machine to the Citrix presentation server is one
area that's often forgotten in testing and this can affect the quality of results
produced from testing. This “no man's land” needs to be factored into the test
architecture to absolve any doubt that this area is responsible for any latency
ISsues.
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The test tool must allow sessions to be generated from where the actual user
loads are expected from, when the systems are in ‘live' operational use. Any
doubts over latency can therefore be pinpointed between the client layer and the

data storage layer.

Figure 3 below shows two sites, one is where the bulk of the users will be and this
iIs where the session generator component should be put. Connecting the sites is
the network infrastructure which connects the two sites together and this includes

a firewall and proxy.

ICA Client

Site A: Client Layer

Site B: Presentation Layer

Citrix Server

Figure 3: Client to Server paths

Running the test generation solely within Site B won't consider the potential

latency of the network infrastructure between the two sites. So if the firewalls,
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routers and proxies for example, are running poorly between the sites and testing
is only done within the confines of one site, the additional latency will not be
factored in the results, let alone resolved from any of the tests. The latency issues
will only surface when the systems go 'live' by which time it can become very

expensive and embarrassing to remedy.

Check test tool for End to End Capability
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A3. Modular

The way the test tool is designed to run is very important. Design encompasses
not only whether the test tool has a modular component structure but how these

components work together.

Running a single test tool application on a Citrix server, which runs the test
scripts, collects data and then alerts when it's finished, isn't an ideal test tool

design.

Ideally the test tool must have a controller component, scripting component,
generator component, data capture component and analysis component.

The controller component is responsible for controlling and scheduling
tests.

The scripting component is used to develop scripts and then test them.

The generator component is used to generate Citrix sessions and run the

test scripts.

The data capture component is used to capture the metrics (including

transactional) from the various components in the end to end environment.

The analysis component is used to analyse the data generated from the
tests and the various components in the end to end environment, to see

whether the testing has run as expected.

Having all these components run on one machine could affect the ability of the

machine to deal with the resource demands imposed.

The data capture needs to be isolated as this is where the fruits of the testing
labour will be stored. Test tools which use the desktop databases (SQL Server
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Express, SQLite, MySQL) can put enormous resource demands on the test tool
machine, which if not catered for, could cause data corruption and/or data loss.

| always use a separate database server to collect my data, allowing the majority

of data processing to be taken away from the test tool controller machine. Figure

4 below shows the modular components of a test tool.

Controller

Load Generator Script Development

g 1
Data Capture Analysis

Figure 4: Modular Components

Test tool has a modular design with a separate controller, load generator,

script preparation, data capture and analysis components
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A4. Non Intrusive

Does the test execution take place non intrusively on the Citrix server?

It's important to use a test tool which doesn't run any of it's components actually
on the Citrix servers, as the overhead produced can taint the quality of results
produced.

Having sessions initiated on the Citrix server, can add several megabytes per test
user and additional CPU processing. Multiply this by 50, 60, 70 test users and this
needless hit on the Citrix server resources, will affect the quality of test data
produced.

It's like testing the acceleration time of a Ferrari and having extra passengers
occupying the seats as well as the test driver in the test. This won't give an
accurate reading of the acceleration capabilities of the Ferrari.

The test tool needs to replicate how the Citrix servers will be used for real during

'live’ use and this means using non intrusive testing.

It's important to note using RDP instead of Citrix ICA to run tests on Citrix
infrastructure isn't advisable as each protocol has it's own quirks which may affect
test results. So if testing Citrix servers, only the ICA protocol should be used and

likewise the RDP protocol used only for testing Terminal Services environments.

Test tool tests the Citrix servers non-intrusively
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AS. Test Language

1. Does the tool have a scripting language?

Over simplifying things means it's difficult to work out what's happening under the
hood and I've found tools which haven't a scripting language as such, don't
provide the granularity of control needed to test and analyse accurately. They use
a black box approach of using simple controls and wizards to create tests.

This black box approach I feel isn't good enough when it comes to testing Citrix
end to end environments. Black box testing being one where you don't need to
see what's happening inside the box to test (how the test scripts are constructed

in this case).

This is opposed to a white box testing approach, where what's inside the box
(how the test scripts are constructed) needs to be looked at and analysed which

can only really happen if a test tool has a decent scripting language.

I never consider the complexity of the test scripting language to be an issue
(subject to suitable scripting resources being available) because a professional
tester skilled in such a test language should be able to write good test scripts with
ease. What's important is whether the scripting language can deliver the level of
detail and control needed.

2. Does the tool have it's own language specificall  y designed for testing?

| ideally look for a test tool which has it's own language specifically designed for
testing, this reassures me of the pedigree of the test tool I'm evaluating. Any test
tool with it's own language which has evolved to become a testing language in it's

own right, scores mega points with me.

| refrain from test tools which use third party languages and more so, if these
languages are not enterprise level testing languages in their own right. VBScript
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is an excellent scripting language but | would never use it for testing, as it's not a
testing language per se. Instead it's a language for administration and web

development and hasn't really been designed for testing.

Test tool has it's own scripting language

Test tool scripting language is designed for testing
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A6. Scalability

Enterprise organisations can have multiple sites and these need to be factored in
during a test. Moving test apparatus from one site to another site to do the next
set of tests and then moving them back, isn't practical.

Test apparatus doesn't just involve test equipment but the people involved in

developing, running and managing the tests. Figure 5 below shows an incorrect

design.

Figure 5: Incorrect Test Design

| like to control all my testing from one site, where not only are all the tests
initiated from but also managed and analysed, as shown in Figure 6 overleaf.

A decent test tool as stated earlier will have a controller component and test
generator components, which can be put at multiple sites, to receive scripts and
instruction from the controller component.

High demand

What happens if the test session generator componen t can't cope with the
level of testing scheduled through it?

A scalable test tool architecture needs to be able to accommodate horizontal

scaling of test session generator components, so additional test session
generator components can be added to share the work load at any particular site.
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Figure 6: Correct Test Design

In Figure 7 below, the design allows the addition of extra generators in Site B to

cope with larger scale testing.

Figure 7: Adding extra load generators
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| give the same level of thought to designing my test architecture as | do to
designing my Citrix farms. I've found a good test architecture has helped keep
my testing schedules on track.

Sometimes the test tool components simply can't cope with higher loads. I've
seen some test tools fail disastrously when a higher load has been applied which
| think is attributable to the vendor not having the resources to test their tool at
higher loads. This is why it's important to run high intensity testing during the test
tools evaluation period to see if the test tool is of an enterprise nature.

Test tool has a scalable design
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A7. Usability

When | talk about usability, I'm not referring to how easy a test tool is to use. This
doesn't come into the equation, as a professional tester will be able to use the
test tools they're experienced with. The consideration to evaluate a test tool for
the sole purposes of it being suitable for non test professionals such as Citrix

designers and implementers is not recommended either.

What I'm more concerned about is whether the test tool can do what is expected.
| say this, thinking back to a series of tests | did with applications delivered via
Softricity's Softgrid (pre-Microsoft).

Where the majority of the test tools evaluated, failed to recognise the applications
being launched and therefore none of the test scripts ran. These test tools
couldn't see inside the Softgrid sandbox and therefore the applications running

inside.

Fortunately, one of my trusted test tools, worked well and allowed me to continue
the testing. | learnt an important lesson about how test tools can sometimes be
unusable, as they may fail to recognise objects, which need to be scripted
against.

(i) Object Recognition

Some test tools I've seen, struggle to recognise all the objects delivered via a
Citrix session. This is a serious flaw where there's a chance objects won't be
recognised leading to scripts either timing out, failing or staying stuck in a loop.
Some test tools recognise objects just by a ‘object name’, so for example, the

Microsoft Office application Word will have the object name for it's spell checking

screen as shown in Figure 8 on the next page.
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Dictionary language: |Englsh (U1.k.) ~]
I™ Check grammar

Options. ., I Unde | Cancel I

Figure 8: Example Screen

Which is great for object recognition but what happens when the application
keeps using similar object names?

How are these going to be distinguished under the test?

A good test tool will also have some form of bitmap recognition, which can be

used to distinguish the differences between two objects, which have the same
names.

E x
~ Enter Credertials — Error
Username | | Incorrect username or password
Password |

oo

Figure 9: Objects with same name

This works by taking a snapshot of a distinguishable part of a screen. Figure 9
shows two objects with the same name ‘Application X'. To distinguish these by
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object name alone is not possible but by taking a bitmap snapshot of an area, the

differences in bitmaps can be compared to see if they are indeed different.

Username
Incorrect username or password
Password

Figure 10: Bitmap snapshots

Ideally the test tool will allow the ability to define an area of the image which will

be used for comparisons (as shown in Figure 10.)

There's no need to take a whole snapshot of a screen, as this can be processor
intensive especially when running hundreds of test scripts at a time, which could

overload the test session generator machines.

Another area where the test tool needs to check for is 'object movement, is the

test tool smart enough to recognise objects if they've moved slightly?

i

Enter Credentials

Username I
Password

_ |

nter Credentials
Username |
Password

Logon

Figure 11: Repositioned Objects

© Copyright 2008  www.successful-thinclient-projects.com Page 23




Citrix Test Tool Evaluation Guide

Figure 11 on the previous page shows how an application login screen has
moved from where it was expected to be, to a new position. So relying on the
object coordinates in this case will not determine whether the bitmap object exists
and any inputs made to the bitmap object could fail such as trying to press a
button.

To make sure my test scripts have a greater chance of success, | only use keys
to navigate through the applications during test script building. As mouse
movements, which relies on coordinates can be problematic when objects don't
appear at specified coordinates and may have moved slightly. The test tool must
not only be capable of taking key inputs but must be able to replay them in a

reliable manner.

Application X

— Enter Credentials

Username | Fred

ERAhiE

Password

[ Logon

Figure 12: Mouse Coordinate failure

Figure 12 above shows how a slight movement of the logon box has made the
mouse click event fail, as it can’t click the 'submit’ button.

(i) Wildcards

Some test tools allow wildcard object recognition which can be great for
applications which dynamically create objects. Otherwise hard coding of object
names will throw errors, as the expected object names will not appear.

Having wild card object names available allows the test tool to carry on working,
accurately identifying objects, without throwing a wobbly.
(iif) Parametization
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A test tool needs the ability to parametize information, to allow test scripts to be

reused and make them easier to develop.

Hard coding variables, that is information such as user login id's, which change
during multiple runs of a script can become difficult to manage. But by being able
to parametize this functionality, scripts only have to be written once instead of
duplicated for each test user.

The information which changes can be stored in a text file, database, or in a
programmatic array and each time the script runs it will parse the information
sequentially and adjust the script on the fly with the new information.

Source ({Userld},"c:\temp\userid.csv)
Login Id = {UserID}

So every time the script is run, it will pick up the next id in the userid.csv file and
then continue till either the script stops asking for more id's or the csv file runs out
of id's, causing the script to throw an error (which needs to be captured through

the script code).

Parametizing can be used for passwords, file locations, actual data to be input
into applications etc. Parametizing allows scripts to be easily reusable without
having to recode them for tests or individual users.

It's important to appreciate this functionality can be added to many scripting
languages by creating specific functions to handle parameter passing but at what

cost?

Does this additional function create extra resource demands which the test
session generator may not be able to cope with when multiplied by hundreds of

test users?

(iv) Delays
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To improve the chances of recognising objects, delays between tasks in the script
can be introduced, allowing plenty of time for objects to appear and initialise
properly. Introducing too much delay will affect the transaction times and a
balance is needed to determine what would be expected if a real user was using

the system.

Without the introduction of delays, running scripts can be quite troublesome, as at
the next session the object may not appear as quickly as expected and certain
elements on the screen may not have initialised in time.

Relying solely on the object name as verification of the object appearing in this
case could be problematic, as the object may not have appeared fully in time, so
the test script will move onto the next step. This next step may not complete
correctly as the required objects may not be present. This will cause the test
script to fail and not complete, resulting in false metrics.

I've tested this out by running two sets of scripts, one set with no delays between
steps and the other set with a few seconds delay between key steps. The results
have shown the former set of scripts only reach a concurrency of around 11 users
for the Citrix server under test.

The latter scripts reached 65 concurrent users, as set in the test controller. What
actually happens when the tests are run, is that the ‘no delay’ scripts fail and
Citrix server resets the session, so at any one time, there are sessions logging
on, failing and being reset, which shows a total of 11 users on the server at

anyone time.

Actually even these 11 users aren't running the scripts properly and are failing to
complete what they are designed to do. The scripts with the appropriate delays in
between the steps, are working through all the steps and as a result, test user
sessions are logging on, working and logging off gracefully.

The method of creating delays in the scripts needs to be one which creates
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minimal resource overhead on the machines which run the scripts and a good
test tool will include delay measures which are low resource consuming.

This is potentially an area where non test scripting languages can come stuck,
such as VBScript, where sleep times and loops can be processor intensive, even
more so when there's several scripts running sleeps and loops concurrently.

Test tool has a variety of methods for object recognition
Test tool provides parametization of scripts
Test tool allows scripts delays using functionality which isn’t resource intensive

Test tool works with Citrix Application Isolation Environments (AIE), Softgrid
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A8. Transaction Processing

Testing isn’t just about metrics, that is relying solely on performance monitoring
graphs to see how well the infrastructure handles it's resources. Application
usability is the key and by measuring whether an application is still usable when
tested is essential. | always use the following analogy to differentiate between

usability and resource metrics,

A SUV (4x4) vehicle manufacturer brings out their new SUV, which during tests
uses less fuel than their previous version. The SUV has a much more powerful
engine, which doesn't struggle when four passengers are carried. So on the face
of it, this new SUV is leaner and meaner than previously.

By monitoring the fuel efficiency and how the engine is utilised, gives a good bill
of health, of a vehicle capable of being used as expected. But, what happens if
this vehicle can't travel as fast as the previous models, takes twice as long to
make similar journeys? Maybe the gearbox is awkward to use when travelling

faster or the brakes are poor when the brake discs heat up?

The transaction in this case is a typical journey and is the most important factor in
assessing how the SUV fairs. Just because it's more fuel efficient, more powerful,
this doesn't mean much when usability is in question. Usability is the most
important factor and as such needs to be the key indicator of any non-functional
testing.

The usability measurement for applications can be achieved by defining
transactions. A good test tool will have a transaction facility built into their
scripting language, so there will be no need to reinvent the wheel, to monitor
transactions.

Start_Transaction_Login
<Login code>

End_Transaction_Login
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Start_Transaction_New_Document
<Start word processor application code>
<create new document code>

End_Transaction_New_Document

Start_Transaction_Write Paragraph
<Write Text code>

<Spell Check code>
End_Transaction_Write_Paragraph

Start_Transaction_Logout
<Logout code>
End_Transaction_Logout

Here I've created four transactions (note - these are not specific to any test tool
language) which encompass login, starting the application, writing text and then
logging out. When | run these transactions on a control machine, | get the

following times,

Transaction_Login 5 seconds
Transaction_New_ Document 5 seconds
Transaction_Write Paragraph 65 seconds
Transaction_Logout 15 seconds

When load is applied, these transaction times remain steady till a certain point

when the following transaction times occur,

Transaction_Login 25 seconds
Transaction_New_Document 7 seconds
Transaction_Write Paragraph 68 seconds
Transaction_Logout 35 seconds
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Whilst the resource utilisation may show everything as healthy, transaction
monitoring is showing a problem with the login and logoff transactions which have
increased markedly. This would allow me to check the processes involved with
the login and logoff, maybe the logon/logoff scripts running are causing the
problems under load and need to be rewritten.

Transactions are great for load and stress testing, as both these types of testing
will affect the latency of transactions by increasing the demands on not only the
Citrix servers but also on the end to end infrastructure.

Just having test scripts without transactions may show us that there is a problem
but they won't help us in pinpointing easily the issues such as does the issue
concern login? Logoff or is it one of the other many actions involved in using the

application?

It's also important to consider latency caused by network infrastructure such as
switches and firewalls etc, which can be determined using transactions.

Test tool has built in functionality to create transactions
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A9. Scenarios

A good test tool will cater for the grouping of different test scripts, so different
scenarios can be run and managed easily. Each scenario can include a series of
events and a number of test users to be associated with these events. This
strategy allows the testing to simulate more closely with what is expected in a
‘live’ environment. For example, let's assume I've created the following test
scripts,

B1. Word_Processor_Appllication

B2. Spreadsheet_Appllication

B3. Presentation_Appllication

B4. Business_Appllication

B5. Email_Appllication

B6. Web_Browser_Appllication

| can now create various scenarios including different combinations of the test
scripts and test users. So scenario 1, runs with 100 test users and includes the
following scripts,

B1. Word_Processor_Appllication

B2. Spreadsheet_Appllication

B6. Web_Browser_Appllication

1 100 B1, B2 and B6
2 50 B3 and B4
3 100 B5 and B6
4 80 B1, B5 and B6
5 75 B1 and B3
6 55 B3 and B6
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Putting scripts and user numbers into scenarios is a powerful way of controlling
how the test tool interacts with the Citrix infrastructure and if done correctly this
can provide reassurance that the Citrix end to end infrastructure under test is
ready for production.

Test tool allows scripts to be grouped and run together
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A10. Error Handling

A good test scripter like any good programmer will build plenty of error checking
into their test scripts to ensure events are handled properly and any exceptions
thrown are catered for.

This makes analyzing the script for issues far easier and valuable testing time
isn't wasted. As time is of the essence, the last thing I'd want to do, is spend

hours and days trying to find out why my scripts didn’t work as expected.

A well designed test script will be broken into transactions making it easier to
debug and manage.

Transactions themselves can help with script error checking, as you only need to
modify code in a transaction and test it individually, instead of testing one big
chunk of the test code.

Debug Features

To make it easier to find errors in test scripts, a test tool should have excellent
debug facilities, which allow the code to be checked. | prefer step through
debugging, which runs my code line by line on my instructions and when a
problem appears, | can see the line of code at fault.

Blind checking

When a test script fails, either a programmed error will be generated or an error
from the test tool itself will be thrown. The million dollar question is whether this

error is informative enough to find out what caused the error in the first place?
Error! Unable to initialize var Start

What does such an error mean? What's causing it? A good test tool must be able
to have the option to provide a bitmap of the Citrix screen when the error
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occurred. This will allow easier differentiation between a test tool error or an event

on the Citrix server causing the error.

It's important to appreciate, most test tools won’t actually show any of the test
user screens in action, so you're blind to what's actually happening on the Citrix

Servers.

Some tools do provide the option to view sessions but this incurs high CPU and
memory cost which may not be sustainable, leading to the controller machines

freezing and failing.
Test tool allows error checking and logging

Test tool has debugging facilities including step through code checking

Test tool has ability to create bitmaps of error screens

© Copyright 2008  www.successful-thinclient-projects.com Page 34




Citrix Test Tool Evaluation Guide

All. Scheduling

Logging on and off from Citrix servers places a high demand on resources such
as CPU. Additionally using products like SoftGrid, places a further burden on
resources at logon, as the SoftGrid services authenticate and update application
access when the user logs on. This can, if not assessed, create a dangerous
situation where Citrix servers can temporarily stop responding if they become
overloaded.

From previous experiences I've come across situations where additional servers
were needed to bolster a farm, as during testing, we found the farm under test
couldn’t cope with the expected user logon loads. At other times, | found the
servers to be underpowered, so these servers were required to be either replaced
or upgraded to meet the logon demands.

To be able to test the implications of adding users to the Citrix server, the test
tool needs to have the capability to schedule user logons onto servers. So if |
want to assess whether 50 users can log onto a Citrix server, | would use a
schedule, to define how these users will logon. The following examples show how
a schedule can be used,

Log 5 users on at a time with 30 second delay between each batch of 5
users

Log 50 users on with a 30 second delay between each user

Log 10 users on at a time (10 second delay between each one), wait for 2
minutes, repeat with another 10 users until 60 users have been logged on.

The combinations of users and delays, allows greater control of how a Citrix
server (or farm) can be assessed for capability to sustain different logon

schedules.

Test tool allows test user numbers to be controlled by schedules
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Al2. Spike Testing

Sometimes certain steps in a program may require a large degree of processing
power, memory or other resource utilisation, which needs to be assessed.
Consider a word processing application and it's spell checker, how can we
determine the resource utilisation of 50 users running the spell checker at the

same time?
Would the Citrix server be able to cope?

The multiple users running the spell checker simultaneously, can be assessed by

spike testing and this spike testing functionality needs to be part of the test tool.

What happens if it's a month end report or a year end payroll run, which many

users will run? Will these events overload the servers too?

I've seen payroll runs which have brought the whole farm down, fortunately we

tested this before going 'live’, so where able to introduce contingency.

A test tool creates spike testing by allowing test user scripts to reach a pre-
defined point in the test script and then waits for all the other test users to reach
the same point. Once all the test users have reached the pre-defined point in the
test script, only then does the rest of the test script run. This allows a coordinated
run of a particular part of the script, so test users could run the spell checker if it's

the next piece of code in the script.

Simply relying on running a batch of scripts and assuming they will all be at the
same point in their test scripts won't work. As we can't log all the users on at the
same time, so all 50 users will take several minutes to be logged on and

therefore will be at various points in their test scripts.

So some would still be initialising the logon, others would be starting the word

processing application, others writing paragraphs, others spell checking etc. We'd
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end up with a situation where only a small proportion would be able to run the
spell checker concurrently at the same time.

To overcome this, some test tools incorporate functions which allows test users to
run scripts to a pre-defined point and then wait for all other test user scripts to get
to the same point.

Only when all the test users defined are at the same point, will the function run

the next part of the script which in this case would be the spell checker.

This process of waiting for all other scripts to catch up, is essential in determining
whether the servers can cope with a large demand placed on them at any one
time.

A lot of activities which need to be concurrently tested, tend to be infrequent and
can be overlooked during testing. Confining testing to just the frequent day to day
activities won’t paint the whole picture.

The infrequent activities, that is the exceptions, need to be assessed and tested if
necessary, to make sure as many angles are covered for when the systems go

‘live’.

Test tool allows spike testing
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B1. Quality Control

Does the test tool practice what it preaches?

It's important to ensure test tools which are being used themselves have been
through a programme of Quality Control. Otherwise you end up wasting precious
testing time trying to fix problems not with the infrastructure you're testing but with
the test tool itself.

Using an inadequately tested test tool will require subsequent patches from the

vendors to rectify faults, creating the following dilemma,
1. Are the patches themselves tested sufficiently?
2. Will these patches create new issues, which could rear their ugly heads later?

My recommendation with buggy test tools is to replace them and use my test tool
evaluation process to find a suitable test tool. Believe me, saving money at the
outset by choosing a cheaper test tool which then fails to meet expectations can
turn into an expensive exercise. Not only is money wasted but test schedules
themselves can slip whilst messing about with substandard test tools.

Testing is difficult in itself and it can become a nightmare when there's a need to
test with buggy test tools. Test phases generally have very tight schedules and if
most of the time devoted to testing, get's eaten away by trying to fix bugs in the

test tool, then no worthwhile testing will be done.

The last thing | want to do is waste my time trying to get buggy test tools to work
properly. Substandard test tools reflect poor processes and testing used by the
companies which develop them. These companies whole structure can be
suspect from their development, testing, support and post sale after care.
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Guinea Pig

| don't want to be used as a guinea pig whereby through the use of a vendor’s
test tool I'm inadvertently testing it for them. Allowing them to use me to iron out
their bugs and then advocate the test tools reliability and how it's been used in a
large organisation (where | could have used it). This is why I'm always weary of
the gift bearers and any test tool | use has to go through the evaluation criteria
I've developed.

Test tool has been through a quality control programme.
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B2. Soak Testing

When | receive new servers | put them through a soak test, whereby they run for
24 hours (or longer if possible) with their self test programs running. These self
test programs provide some reassurance that the servers aren't duds.

Sometimes the self tests show servers with faulty memory modules, failed hard
drives and on the rare occasion, servers just won't power up. These simple tests
give me some reassurance that the servers are working as | expect and dud

servers can be replaced.

Likewise | do the same with any new test tool. | prepare test scripts and let these
test scripts run for 24 hours, monitoring the resource utilisation on the computers

which are running the test tool and it's components.

What I'm trying to ascertain in these tests is whether there is any resource
leakage, which could cause the test tool to stop responding. The last thing | want
to do is leave an overnight series of real tests running, only to find when | check
the test status the following morning, the test tool has crashed, leaving me no
option other than rebooting, to get the test tool machine to work again.

A reboot could cause a complete loss of test data results, as the test tool could be
writing results data to memory or storing data to a temporary file which can
become corrupted.

Thinking about it, writing results data to memory is dangerous, as memory can
soon run out depending on the volumes of data and when this happens the test

tool would become unresponsive and crash.

Test tool can capture data and run tests successfully for a 24 hour period.
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B3. Operating Cycles

Due to the way Citrix/Windows Terminal Services operates, performance can
degrade much quicker than a standard desktop. So whilst a desktop is generally
rebooted each day, relieving it of any resource leakage, Citrix/Windows Terminal
Services servers may not be rebooted daily and instead rely on weekly reboot

cycles.

Running tests over a 24 hour period might not be enough to bring out those
issues which surface later in the operation cycle between reboots. To be able to

run longer tests, the test tool needs to be able to work for a longer period of time.

It doesn't necessarily need to be able to run continuously for 7 days, but it's data
capturing components need to be able to capture data over 7 days (or whatever

the intended operation cycle is between reboots).

Consider an organisation where the reboot cycle is 7 days and running 24 hour
tests prove the test tool is capable and thus the decision is taken to use this test

tool.

However when the Citrix environment goes into use, it's found that after 4 days
the performance degradation is so bad, the application transaction times have
increased substantially making the applications unusable. Now a 7 day test could
have determined the performance degradation issues after the fourth day.

| always try to run the test tool over a 7 day cycle and any issues in the
degradation of transaction times, are investigated. If needs be, the reboot cycles
are reduced, so instead of rebooting once a week, if degradation issues appear
after the 3rd day of running tests, then | recommend considering the reduction of

the operational cycle between reboots.

Test tool can capture data during the operating cycle (between reboots)
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B4. High Intensity Usage

Repeated execution of tests over a short period of time can be very demanding
not only on the Citrix servers but also on the test tool itself. Whilst running tests
over a 24 hour test is a good start, there is also a need to run demanding tests
over short periods repeatedly. This will test the test tools ability to work at higher

intensities in short periods.

This is critical as sometimes | may not have 7 days available to run a continuous
series of tests, so | need to design test scripts which can tax the servers over a
shorter period of time, with the intent of flushing out resource issues. The test tool
needs to work effectively at these higher intensities otherwise I'm stuck,
especially if | don't have 7 days to run continuous tests or worse still the test tool
is incapable of working over short intense periods.

To really see if the test tool can cope, | tend to run test scripts which encompass
the complete business processes, starting from logging on, doing the work and
then logging off. These are then run in quick succession to see how the test tool

copes, with multiple test users being used.

There's no point in using simple log on and log off test scripts, as these won't
really tax the test tool. Test scripts need to include plenty of image and text

recognition which can be processor intensive, to be worthwhile.

Large numbers of test users need to be initialized to see if the test tool can cope
with the hit on resources that this generally creates. Otherwise when the load and
stress testing is done the test tool won't be able to provide the input required to

make these tests worthwhile.

Test tool can cope with high intensity testing
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C1. Support

There’s little point in using a test tool if it's difficult to support. Smaller vendors of
test tools may not be able to provide the level of support needed, should things
not go to plan on the testing front. This can turn a drama quickly into a crisis if
support isn’t forthcoming. | always avoid the one man band test tool vendors
because when they're not around (because they've disappeared on holiday), any

test tool issues can become show stoppers!

If the test tool doesn’t use its own test scripting language and instead uses a third
party language then this can become troublesome. The following points will need
to be considered carefully when it comes to assessing the merits of having a test

tool without its own scripting language,
(i) If there is an issue with the 3rd party test language, is there a need to prove
categorically the issue is not down to the environment, that is, related to the test

tool?

(i) Do the test tool vendor and the test language vendors have processes in place

to test their releases, patches and updates?

(iif) Do the test tool vendor and test language vendor test their products in unison

or are they independently tested?

Test tool has a quality support structure from the vendor
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C2. Resourcing

If I was the only person in the UK who understood Citrix technologies and their
implementation, | would have a licence to print money, being able to charge what
| liked. Unfortunately, I'm driven by market forces and there’s a lot of competition
out there. Likewise, choosing a test tool which has limited skilled professionals
available will mean the cost of labour to develop, run and manage tests rises
rapidly and could easily outstrip the cost of the test tool.

It's easy to see if there is a healthy supply of test tool professionals by using the
IT job search sites and running a search. | used the following job search sites,
which also gives me a rough indication of what testers are charging and what the

market will bear.

www.jobserve.com

www.careerbuilder.com

It's important to note, the simplicity of use of the test tool for non test
professionals is not a key evaluation criteria. As using the same people who
designed and built the systems to test them, won't be as effective as using

professional testers who have years of test experience to back them up.

Test tool has suitably qualified test professionals available
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Conclusion

Testing is about damage limitation by determining measures to counter act risk.
It's important to understand that it's impossible to test everything, so a
judgement needs to be made to test just enough to provide adequate coverage,
which can give the best fit of effort, time, resources and risk limitation.

Choosing a test tool which is easy for those who designed or are building the
systems to use isn't recommended. These people should never be allowed to test
and only professional testers used at all times during testing.

Would Ferrari, the prestigious car builder use any of their production line staff that

build their cars to test them?

No, they have dedicated test drivers who have years of experience in testing the

Ferraris to see how well they cope.
Likewise it's essential to bring someone on board who understands testing and

can devise test strategies suited to end to end testing in environments using
Citrix.
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Appendix 1. Test Tool Evaluation Tests

Unique identifier for each test

Whether it's design, reliability or support related

Name of the test, e.g. 'End to End capability'

A reference to main sections, so A2 references 'End to End capability’
Date of test

Name of tester

Description of what the test does

Objectives of what test is trying to determine

© © N o gk~ PR

Potential Issues with the test tool not meeting the objectives
10.What is expected from test tool in relation to these tests
11.What the actual results are

12.Whether test passed or failed.

13.How long the test should take (estimated in examples).
14.How long it actually took to run test
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CTX-01

DESIGN
Test tool is an Enterprise Class product

Enterprise Test Tool

Determine whether the test tool is an Enterprise Class product which
has been developed by a company with a history of developing
enterprise class test tools.

Test tool may not be able to meet test expectations, leading to
potential problems when systems go 'live’.

Test tool has a history of development, 6 hours
case studies of wuse in enterprise
organisations and whitepapers/articles on

usage.

CTX-02 End to End capability

Test tool provides end to end coverage of a variety of
infrastructure components.

Determine the end to end capability across various layers on how the
application under test (AUT) responds. Test tool must be capable of
analysing Wintel,UNIX/Linux, various databases to network
components.

Without understanding the end to end capability it will be difficult to
prove whether errors are in the presentation layer (Citrix) or in the
application, data access or data storage layers.

Can monitor all components in each of the 3 hours
layers using one test tool analysis

component.
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CTX-03 Modular

DESIGN

Test tool has a modular design with a separate cont  roller, script
generation, script preparation, data capture and an  alysis
components.

i
w

Have seperate components which can work together.

Without a modular design the overloading of test tool machines can
lead to data corruption and/or data loss.

Separate components work  without 3 hours

overloading test machines.

CTX-04 Non Intrusive

DESIGN
Testing is done non-intrusively on the Citrix serve

Is.

Test tool is capable of initiating Citrix sessions without installing any
component on the Citrix server. Allowing accurate simulation of
access to Citrix servers as done by normal users.

If the test tool cannot work non intrusively on the Citrix servers the
quality of results produced will not be accurate.

Test tool works with Citrix servers non 12 hours

intrusively
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CTX-05 Test Language 1

DESIGN
Test tool has a scripting language.

i
ol

The test tool has a testing language which allows scripts to be
developed programatically.

Without a test language, there isn't the granularity in test development.
This can lead to less control over what can be done during testing.

Test tool has a scripting language 1 hour

CTX-06

DESIGN
Test tool scripting language is designed for testin

Test Language 2

g
The test tool has a scripting language designed specifically for testing.

Using scripting languages which aren't specifically designed for
testing, could cause overloading of test components and cause scripts
to run incorrectly.

Test tool has a scripting language 3 hours

designed for testing.
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CTX-07 Scalability

DESIGN
Test tool can scale to cope with multiple sites

i
»

Test tool has a scalable design which allows the test tool to work
across multiple sites.

Cost in moving test apparatus and people from site to site may be
prohibitive. Cost of increasing capacity may also be expensive if the
test tool is difficult to scale.

Test tool has a scalable design 2 hours

CTX-08 Usability 1

DESIGN
Test tool has a variety of methods for object recog

nition.

Test tool is able to recognise objects during Citrix sessions, so object
existence can be verified before moving onto the next part of the
script.

Test scripts fail as objects are not recognised leading to incomplete
testing.

Test tool recognises objects using names, 24 hours

handles, bitmaps and wildcards.
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CTX-09 Usability 2

DESIGN
Test tool provides parametization of scripts

Test tool has a low intensity script parametization ability, allowing for
re-use of scripts.

Either scripts will need to be hard coded with data, leading to the need
to develop multiple scripts or incorporate functions declared,
containing data/data access which may be processor intensive.

Test tool has parametization ability. 2 hours

CTX-10 Usability 3

DESIGN

Test tool allows script delays through built in del ay functionality
which isn’t resource intensive.

i
\‘

Test tool can simulate real life usage by incorporating delays with a
minimal affect on resources. Delays also allow enough time for object
recognition to take place.

If low intensity delay functionality is not available then having to
develop functions or use other methods to introduce delay could
overload test session generators due to additional resource
requirements.

Test tool has built in low intensity delay 3 hours

functionality.
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Usability 4

CTX-11

DESIGN

Test tool works with virtualised applications such
Citrix Application Isolation Environments(AIE)

as Softgrid,

Test tool is capable of seeing applications launched in a virtualized
sandbox.

Without being able to see virtualized applications, the test tool will fall
to complete any tests.

Test tool can work with virtualized 6 hours

applications

CTX-12

DESIGN
Transactions can be created simply and efficiently.

Transactional Support

Test tool has the ability to create transactions with minimal impact on
test tool resources.

Without the ability to define transactions, it becomes difficult to assess
usability of systems. Creating functions to group transactions may
incur additional resource utilisation which could affect stability of the
test tool under load.

Test tool allows the ability to create 2 hours
transactions with minimal impact on test

tool resources.
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CTX-13 Scenarios

DESIGN
Test tool allows the creation of scenarios.

i
©

Test tool allows the creation of scenarios allowing greater control over
the tests and allows easier building and management of test scripts.

Without scenarios complicated scripts will need to be created which
will require longer development times leading to increased costs.

Test tool allows scenarios to be created. 3 hours

CTX-14 Error Handling 1

DESIGN
Test tool allows error checking and logging

Any testing errors are quickly identified and logged using error
checking functionality in test scripts.

Without error checking and logging mechanisms, script failure may not
be decipherable.

Error conditions are picked up by the 3 hours

test script and logged.
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Error Handling 2

CTX-15

DESIGN

Test tool has debug features including step through
checking.

code

Debugging include the ability to execute test code a line at a time to
see which lines of code are working as expected and which aren't.

Without step through analysis, the time taken to establish script coding
problems increases.

Test scripts can be executed line by 3 hours

line.

CTX-16 Error Handling 3

DESIGN
Test tool captures screens associated with script e

rrors/failure.

Bitmap snapshot of a test users session are captured when there are
any errors.

Without knowing what's appearing in the test users session screens it
maybe difficult to determine what's causing the issue, leading to
delays in testing.

Snapshot bitmap of test user session is 3 hours

available when error occurs.
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CTX-17 Scheduling
DESIGN A1l -

Test tool can schedule the number of users logging on and off
from servers.

Test tool allows the numbers of test users logging on to be controlled,
so batch logging on can take place.

Without scheduling logons, it will be difficult to try various loads of test
users logging on or vary the intensity of logging on.

Scheduling of user logons can be carried 3 hours

out.

CTX-18 Spike Testing
DESIGN A12 -

Test tool allows spike testing.

Spike testing allows sections of test scripts to be run at the same time
for a variable number of test users.

Without spike testing it will be difficult to determine the impact of spike
activity affecting servers.

Test tool has ability to run spike tests 5 hours
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CTX-19 Quality Control
RELIABILITY

Test tool has been through a stringent Quality Cont rol
programme

Determine whether the test tool has undergone a stringent quality
control programme providing assurance it is fit for purpose from the
vendor/developer of the test tool.

Test tool reliability could create further problems impacting test
schedules.

Test tool has been through a quality 24 hours

process of development and testing.

CTX-20 Soak Test

RELIABILITY ]

Test tool can complete soak testing for 24 hours

Test tool can capture data and run tests successfully during a 24 hour
period.

Loss and/or corruption of data captured from running tests over a 24
hour period.

Test tool captures data over a 24 hour 24 hours
period  successfully  without any

corruption or loss.
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CTX-21 Operating Cycles
RELIABILITY

Test tool is able to capture data during Citrix ser  ver operating
cycles

Determine whether the test tool can capture test data over the
operating cycle of Citrix servers (i.e. in between server reboots)

Test tool may not be able to capture test data and this could lead to
data corruption and/or data loss

Test tool can capture test data during the
operating cycle of Citrix servers.

Up to
7 days

CTX-22 High Intensity Usage
RELIABILITY

Test tool can work under high intensity usage

Determine whether the test tool can work by running high intensity
tests which stress the test tool capability

Test tool may not be able to meet high intensity usage and fail to run
tests, capture data and may crash

Test tool can cope with high intensity 24 hours

usage.
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CTX-23 Supportability

Test tool has a quality support structure from the vendor

Determine whether the test tool has a decent support structure from
the vendor/developer

Any issues with the test tool if not rectified quickly using a quality
support structure will lead to delays in the testing schedule

Test tool vendor/developer has a quality 3 hours

support structure

CTX-24 Resourcing

Test tool has suitably qualified test professionals available

Determine whether suitably qualified test tool resources are available
at a reasonable cost

Testing schedules may be impacted by delays if suitably qualified test
resources are not available and/or costs may increase if resources are
too expensive.

Test tool has suitably qualified 3 hours

resources available at a reasonable cost
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Appendix 2. Testing Phases
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